
The data shared here represents 

exposed user identity data for 98 of 

the largest US companies in the 

Defense Industrial Base (DIB) for 

2024. These companies represent 

roughly 62% of contracted 

obligated dollars with the DoD and 

include aerospace, manufacturing, 

and technology services companies.

DIB98Compani�

TOTAL
CREDENTIALS

11.4 K

17 K

49 M
TOTAL BREACH
RECORDS

70 %
PASSWORD REUSE

TOTAL
BREACHES

?WHAT’S
EXPOSED

26K
MALWARE-INFECTED
EMPLOYEES

1.82M
MALWARE-INFECTED

CUSTOMERS

492k
MALWARE
RECORDS

PLAINTEXT PASSWORDS

PH
ON

E N
UM

BE
RS

G
EO

LOCATION RECORDS

AUTH COOKIES/TOKENS RECORDS

11
.4

M

11
.6

M

1
.4

M

7
62M

larg�t US b�ed
EXPOSED IDENTITY DATA ON THE DARKNET

SUPPLIERS

fo
r

th
e

FINANCIAL ASSETS

891k

$

123456

password

abc123

aaron431

research

Top Re�ed P�sw�ds

FROM THE PREVIOUS YEAR

81%
increase

FROM THE PREVIOUS YEAR

83%
increase

AVERAGE REUSE RATE
FOR .GOV DOMAIN

67%

Breaches like the 2024 MOAB and NPD leaks give 

attackers unprecedented access to robust identity 

data. With increased risks of phishing, 

impersonation, and supply chain compromise, even 

one exposed credential can jeopardize government 

suppliers and national security.
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https://spycloud.com/blog/notable-data-breaches-2024/
https://spycloud.com/resource/spycloud-annual-identity-exposure-report-2025/

