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VENDOORS AND SUPPLY CHAIN PARTNERS WITH PRIVILEGED -

ACCESS ARE FRIME THRGETS TO BECOME ENTRY POINTS
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Based upon active threats seen through recent darknet exposures, SpyCloud analysis T —
indicates the IT, telecom, and software industries are experiencing the highest levels of TELEEOM —
threats facing their organizations in 2025*. SOFTWARE _
MANUFACTURING | ax |
Types of exposures that create risk: RETAIL | ax |
HEALTHCARE | 2x |
ENERGY | 2X |
UTILITIES | 2X |
PHISHING MALWARE BREACHES EOUCATION | x|
INSURANCE [ x|
FINANCIAL SERVICES [ x|
GOVERNMENT
[ GET THE 2025 IDENTITY THREAT REPORT > ] RISK VS. BASELINE (9

*SpyCloud calculates its Supply Chain Identity Threat Index using recaptured darknet exposure data. Data analyzed is from the first six months of 2025.



https://spycloud.com/resource/report/identity-threat-report-2025/

