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——— STATE OF PHISHING THREATS

The attacks that make headlines
are rarely the sophisticated ones.
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BY THE NUMBERS

The humbers prove the point
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Volume is surging, but
response capability lags

Phishing keeps coming — confidence in catching it fast
does not keep pace.

Al is redefining the landscape,
but identity response stays siloed

Awareness of Al-driven attacks is near-universal; the
connected workflows to act on them are not.

The detection-to-remediation
gap creates exploitable windows

Three compounding shortfalls keep the door open after a
successful phish.

SpyCloud

Report increased phishing volume in the past 12 months

)

Very confident they can detect & respond to credential theft within 24 hours

C 38% )

Cite Al-generated phishing as more prevalent or harder to defend against

Have fully integrated workflows linking phishing detection to identity response

C 30% )

Struggle to identify which credentials or tokens were exposed

)

Cannot remediate exposed identities at scale

C 42% )

Take four hours or longer to remediate confirmed exposures
)
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PHISHING VOLUME

Phishing is surging — and the
barrier to entry has collapsed
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ENTERPRISE SPOTLIGHT
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Fortune 100 & FTSE 100 in the crosshairs
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p Information on this page is from a SpyCloud analysis of recaptured data from criminal underground sources.
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THREAT LANDSCAPE

The most prevalent — and hardest
to defend - phishing attacks

Al-generated or highly personalized spearphishing
84% -

Business email compromise
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N

58%

Vendor [ supply-chain impersonation
52%

N/

SMs [ voice phishing
42% )
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Phishing via collaboration tools
36%

N

Session hijacking attacks
20%

N

QR code phishing
20%
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Device code phishing
10% )
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SpyCloud PHISHING PULSE REPORT - 07



Device code phishingis the threat to watch
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= THE OAUTH DEVICE-GRANT ABUSE, SIMPLIFIED
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The lure Trust inherited Tokens issued
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Silent persistence

»t Z i ¢[—56E8 g ti GAC[Ai
¢78d [-Adel t3 [ ¢ @D
tig OG@Es It AGGI[1¢ ¢
@Al 6 ti,

PHISHING PULSE REPORT - 08


https://spycloud.com/blog/device-code-phishing-the-new-aitm-attack-bypassing-mfa/
https://spycloud.com/blog/device-code-phishing-the-new-aitm-attack-bypassing-mfa/
https://spycloud.com/blog/device-code-phishing-the-new-aitm-attack-bypassing-mfa/
https://spycloud.com/blog/an-analysis-of-credentials-phished-by-tycoon-2fa/
https://spycloud.com/blog/an-analysis-of-credentials-phished-by-tycoon-2fa/
https://spycloud.com/blog/an-analysis-of-credentials-phished-by-tycoon-2fa/

ANATOMY OF AN AITM PHISH

Three stolen artifacts — and why refresh
tokens are the most valuable to attackers
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= MFA REALITY CHECK

What about phishing-resistant MFA?
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SpyCloud

The same limitations
apply to other post-
authentication threats:
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POST-COMPROMISE

What attackers do with phished access
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THE VISIBILITY GAP

The biggest post-phishing challenge:
knowing what was actually stolen
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THE CLOCK IS RUNNING

Remediation speed varies widely
- and leaves windows open
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SpyCloud

Remediate in under 4 hours 28%

)

Take 4 hours or longer

68%
)

...of which, remediation drags on for multiple days 30%
' A . o
Don't track remediation time at all 4 /o

C

)
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—— MODERNIZE YOUR RESPONSE

How to modernize your

post-phishing response
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Monitor phishing target lists
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p PRO TIP — REFRESH TOKEN REVOCATION
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Security teams must build a response
capability that continuously monitors
for evidence of compromise across both
workforce and consumer identities —
one that turns a successful phish into
a dead end for attackers, every time.
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— WITH SPYCLOUD

What post-phishing response looks like with SpyCloud
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IDENTIFY THE EXPOSURE
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RENDER THE DATA USELESS
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FORCE A CLEAN RE-AUTHENTICATION
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ABOUT THE DATA
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TALK TO AN EXPERT %

SEE HOW IT WORKS %
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https://spycloud.com/get-a-demo/
https://spycloud.com/use-case/phishing-exposure-remediation/

