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S T A T E  O F  P H I S H I N G  T H R E A T S

The attacks that make headlines
are rarely the sophisticated ones.
»A Õ[ñš -[At Ï  Î  š-[®A [—š � G� ®ñ�  ̂ [t i  ¢,[� [¢Gi 9  ̂ [ g —̂t Õ  

š �  GÎ  ¢[ñ[—AG¢AGi 9[ g ñĜ-[� Ĝ� Z¢[ñ[ Ĝi Z[®Añ®[ t̂ t Z¢[ Ôñ� ®̂Õ[ ĜZ 

®A [ t̂ 9Gi [—ñ9 [®A ÕUš [¶¢ � [®t -[ñi � [ i ® š¢[®A Gš[� š �  i ®Gñ ¢̂,

Ú  [Zi t Ï [G®[Añ—— i ¢,[U®U¢[ñ ĝ t ¢®[ñi [t �̂ [®št ¶— [D[G8[G®[Ï ñ¢i U®

¢t [®š¶ [D[®Añ®[A¶g ñi ¢[ñš [t ¶š[Ï  ñZ ¢®[ Ĝi Z[Gi [¢ � ¶šG®Õ,

£AG¢AGi 9[ñ®®ñ� Z¢[ Ô—̂t G®[A¶g ñi [flñÏ ¢[Ï G®A[Ï  ^̂B� šñ8® �

g  ¢¢ñ9 ¢[ñššGÎ Gi 9[8št g [Ï Añ®[ñ—— ñš¢[®t [�  [ñ[®š¶¢® �

¢t ¶š�  ,[� i � [�  ¢—G® [ Ô® i ¢GÎ  [®šñGi Gi 9[ñi � [®t t ¢̂-[Ï  [¢®Ĝ̂

AñÎ  [ñ[g ñWt š[—št �  ̂ g [t i [t ¶š[Añi � ¢,

»t � ñÕU¢[—AG¢AGi 9[ñ®®ñ� Z¢[ñš [š  ̂ i ®̂ ¢¢ Õ̂[¢¶� �  ¢¢8¶ ,̂

£ñ� Zñ9 � [—AG¢AGi 9Bñ¢BñB¢ šÎ G�  [<£Aññ®=[t —®Gt i ¢[ñi � [� U

®t t Ĝi 9[9 i  šñ® [—AG¢AGi 9[g  ¢¢ñ9 ¢[Gi � š ñ¢Gi 9 Õ̂

Gi � G¢®Gi 9¶G¢Añ�  ̂ [8št g [  ̂ 9G®Gg ñ® [t i  ¢,

Ú t š¢ -[®A [� t i ¢ ™¶ i �  ¢[i t Ï [ Ô® i � [�  Õt i � [®A 

� t g —št g G¢ � [ñ� � t ¶i ®,[� [¢¶� �  ¢¢8¶ [̂—AG¢A[t 8® i [Añi � ¢[®A 

ñ®®ñ� Z š[ñ[¢ ¢¢Gt i [®t Z i [ñi � [ñ[š 8š ¢A[®t Z i [®Añ®[9šñi ®

ñ¶®A i ®G� ñ® � -[— š¢G¢® i ®[ñ� �  ¢¢[®t [®A [ g —̂t Õ  U¢[Gi � t Ô-

� t i ®ñ� ®¢-[� ñ  ̂ i � ñš¢-[ñi � [¢Añš � [fi  ̂ ¢[D[ñ^̂[Ï G®At ¶®

®šG99 šGi 9[ñ[¢Gi 9  ̂ [s H� [—št g —®-[š ¢ ®®Gi 9[Ï A i [®A 

—ñ¢¢Ï t š� [� Añi 9 ¢-[t š[šñG¢Gi 9[ñ[�  AñÎ Gt šñ [̂flñ9[Gi [ñi Õ

g t i G®t šGi 9[®t t ,̂

At some point, an employee is going to
click the wrong thing. The question now is
what can security teams actually see �Ô�á�×
do in the window afterward?
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B Y  T H E  N U M B E R S

The numbers prove the point
»Aš  [—ñ®® ši ¢[¢¶š8ñ�  [ñ9ñGi [ñi � [ñ9ñGi [ñ� št ¢¢[®A [ i ® š—šG¢ [¢ � ¶šG®Õ[® ñg ¢[Ï  [¢¶šÎ  Õ � [D[®A [¢� ñ  ̂ [t 8

®A [®Aš ñ®[Z  —¢[� Ĝg � Gi 9-[ÏA Ĝ [®A [� ñ—ñ� ĜG®Õ[®t [š ¢—t i � [ ñ̂9¢[�  AGi � ,[»A [¢—ñ�  [�  ®Ï   i [ ñ� A[—ñGš[G¢[®A 

 Ô—̂t G®ñ�  ̂ [9ñ—,

Volume is surging, but
response capability lags
Phishing keeps coming – confidence in catching it fast

does not keep pace.

Report increased phishing volume in the past 12 months

78%

Very confident they can detect & respond to credential theft within 24 hours

38%

AI is redefining the landscape,
but identity response stays siloed
Awareness of AI-driven attacks is near-universal; the

connected workflows to act on them are not.

Cite AI-generated phishing as more prevalent or harder to defend against

84%

Have fully integrated workflows linking phishing detection to identity response

30%

The detection-to-remediation
gap creates exploitable windows
Three compounding shortfalls keep the door open after a

successful phish.

Struggle to identify which credentials or tokens were exposed

58%

Cannot remediate exposed identities at scale

42%

Take four hours or longer to remediate confirmed exposures

68%
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P H I S H I N G  V O L U M E

Phishing is surging – and the
barrier to entry has collapsed
£Aññ®[Añ¢[š Î t ¶̂®Gt i Gà � [®A [ ñ¢ [ñi � [¢—  � [Ï G®A[Ï AG� A[� ñ�

ñ� ®t š¢[� ñi [ Ô � ¶® [—AG¢AGi 9[ñ®®ñ� Z¢,[»A ¢ [—̂ñ®8t šg ¢[t — šñ® 

t i [ñ[¢¶� ¢� šG—®Gt i [g t �  [̂®Añ®[g Gššt š¢[  ̂ 9G®Gg ñ® [¢t 8®Ï ñš Bñ¢BñB

¢ šÎ G�  [D[� ¶®[Ï G®A[ i ®Gš Õ̂[� šGg Gi ñ [̂Gi ® i ®,

Ht š[ñ¢[ Ĝ®®̂ [ñ¢[dðë[®t [dí ðë[Â®' -[®Aš ñ®[ñ� ®t š¢[9ñGi [g t i ®AÕ̂

ñ� �  ¢¢[®t [8¶^̂Õ[g ñi ñ9 � [ZG®¢[®Añ®[Gi � ¶̂�  [¢ñg —̂ [—AG¢AGi 9

—ñ9 ¢-[t i  B� Ĝ� Z[¢G® [�  —̂t Õg  i ®-[ñi � [8 ñ®¶š BšG� A[ñ� g Gi

—ñi  ¢̂[Ï G®A[g ¶ ®̂G—̂ [ Ôfi ®̂šñ®Gt i [t —®Gt i ¢,[Hšt g [—¶š� Añ¢ [®t

ñ� ®GÎ  [� ñg —ñG9i -[¢ ®¶—[� ñi [®ñZ [W¶¢®[g Gi ¶® ¢[D[Ï G®At ¶®[®A 

i   � [8t š[ñi Õ[—št 9šñg g Gi 9[Zi t Ï  ̂ � 9 [t š[® � Ai G� ñ [̂ Ô— š®G¢ ,

THE HEADLINE FIGURE

òó•[t 8[t š9ñi Gàñ®Gti ¢[š —t š®[—AG¢AGi 9[Î t ¶̂g  [Añ¢[Gi � š ñ¢ �

g t �  šñ® Õ̂[t š[¢G9i Gfi� ñi ®̂Õ[t Î  š[®A [—ñ¢®[ì í [g t i ®A¢,

REPORTED CHANGE IN PHISHING VOLUME OVER
THE PAST 12 MONTHS

ï ï • [Ui � š ñ¢ � [¢G9i Gfi� ñi ®̂Õ

î ï • [Ui � š ñ¢ � [g t �  šñ® Õ̂

í ë• [u t [¢G9i Gfi� ñi ®[� Añi 9 

í • ['  � š ñ¢ �
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E N T E R P R I S E  S P O T L I G H T

Fortune 100 & FTSE 100 in the crosshairs
®—Õ ^ t ¶� [ñi ñ Õ̂¢G¢[t 8[£Aññ®[ñ� ®GÎ G®Õ[š Î  ñ ¢̂[ñ[�  ̂ ñš[ñi � [�  Ĝ�  šñ® 

8t � ¶¢[t i [ i ® š—šG¢ [®ñš9 ®¢,[¦  �  i ®[� ñ®ñ[8št g [»Õ� t t i [í H� [¢At Ï ¢

g Gi Gg ñ [̂Ï   Z i � [ i 9ñ9 g  i ®-[Ï G®A[ñ� ®GÎ G®Õ[� t i �  i ®šñ® � [� ¶šGi 9[®A 

Ú  ¢® ši [Ï t šZ[Ï   Z[D[ñ[¢®št i 9[¢G9i ñ [̂®Añ®[� t š—t šñ® [ g —̂t Õ  ¢[ñš [®A 

Gi ® i �  � [Î G� ®Gg ¢,[¦ t ¶9AÕ̂[óë• [t 8[� š �  i ®Gñ ¢̂[»Õ� t t i [� ñ—®¶š ¢[�  t̂ i 9

®t [� t š—t šñ® [ñ� � t ¶i ®¢-[i t ®[8š  [—št Î G�  š¢[ ĜZ [I g ñĜ[t š[àñAt t ,

� št ñ�  i Gi 9[ñ� št ¢¢[£Aññ®[—̂ñ®8t šg ¢-[ñ� t ¶®[Añ 8̂[t 8[ñ^̂[—AG¢AGi 9B

¢t ¶š�  � [š � t š� ¢[ñš [ i ® š—šG¢ B®G � ,[� Õ[� t i ®šñ¢®-[®—Õ ^ t ¶� U¢

Gi 8t ¢® ñ  ̂ š[g ñ Ï̂ ñš [� ñ®ñ[¢At Ï ¢[t i Õ̂[ˆ ì ì • [t 8[Gi 8 � ® � [š � t š� ¢[ñš 

� t š—t šñ® [D[g  ñi Gi 9[—AG¢AGi 9[G¢[št ¶9AÕ̂[fi Î  [®Gg  ¢[g t š [®ñš9 ® � Á

®t Ï ñš� [ i ® š—šG¢ ¢[®Añi [g ñ Ï̂ ñš ,

WHY IT MATTERS

£AG¢AGi 9[G¢[i t Ï [ñ� t¶ ®[ðÔ[g tš  [®ñš9 ® � [®t Ï ñš� [ i ® š—šG¢ ¢[®Añi [g ñ Ï̂ ñš 

D[¶—[8štg [ˆ î Ô[Gi ['  �  g �  š[í ëí ð,[¦  g  � Gñ®Gti [g ¶¢®[g ñ®� A[®Añ®[š ñ Ĝ®Õ-

®š ñ®Gi 9[ Î  šÕ[¢¶� �  ¢¢8¶ [̂—AG¢A[ñ¢[ñ[—t ® i ®Gñ [̂� š �  i ®Gñ -̂[¢ ¢¢Gt i -[ñi �

®tZ  i [� tg —štg G¢ ,

86%86%86%86%86%86%86%86%86%86%86%86%86%86%86%86%86%
t 8[®A [Ht š®¶i  [ìëë[A ñ� [ g —̂t Õ  [� ñ®ñ
 Ô—t ¢ � [Gi [—AG¢AGi 9[ñ®®ñ� Z¢[Gi [®A [ ñ̂¢®[ìí
g t i ®A¢,[»A [® � Ai t t̂ 9Õ[¢ � ®t š[G¢[Añš�  ¢®[AG®-
8t ^̂t Ï  � [� Õ[ñGš̂Gi  ¢[ñi � [ñ¶®t g t ®GÎ  ,

47%47%47%47%47%47%47%47%47%47%47%47%47%47%47%47%47%
t 8[®A [H»®0[ìëë [Añ� [ g —̂t Õ  [� ñ®ñ[ Ô—t ¢ � ,
»A [ i  š9Õ[¢ � ®t š[G¢[Añš�  ¢®[AG®-[8t ^̂t Ï  � [� Õ
®  ̂ � t g g ¶i G� ñ®Gt i ¢[ñi � [fii ñi � Gñ [̂¢ šÎ G�  ¢,

Information on this page is from a SpyCloud analysis of recaptured data from criminal underground sources.
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T H R E A T  L A N D S C A P E

The most prevalent – and hardest
to defend – phishing attacks

»t [i t [t i  U¢[¢¶š—šG¢ -[�UB9 i  šñ® � [—AG¢AGi 9[G¢

®A [� t g Gi ñi ®[� t i �  ši -[� G® � [� Õ[óï • [t 8

š ¢—t i �  i ®¢[D[ñ[�  ̂ ñš[¢G9i ñ [̂®Añ®[®šñ� G®Gt i ñ^

 g ñĜ[¢ � ¶šG®Õ[G¢[�  Gi 9[t ¶®—ñ�  � [� Õ[g ñ� AGi  B

9 i  šñ® � [— š¢t i ñ Ĝàñ®Gt i ,

� ¶¢Gi  ¢¢[ g ñĜ[� t g —št g G¢ [<ðó• =[ñi � [Î  i � t š

Gg — š¢t i ñ®Gt i [<ðí • =[š g ñGi [— š¢G¢® i ®,

0g  š9Gi 9[Î  � ®t š¢[ ĜZ [� t ^̂ñ� t šñ®Gt i B®t t ^

—AG¢AGi 9[<î ñ• =[ñi � [¢ ¢¢Gt i [AGWñ� ZGi 9[<í ë• =

¢At Ï [® ñg ¢[ñš [Gi � š ñ¢Gi 9 Õ̂[ñÏ ñš [t 8[Ï Añ®U¢

ñ®[¢®ñZ [�  Õt i � [®A [Gi � t Ô,

®Añš [t 8[š ¢—t i �  i ®¢[� G®Gi 9[ ñ� A[ñ¢[g t ¢®[—š Î ñ  ̂ i ®[t š[g t ¢®

� G8fi� ¶ ®̂[®t [�  8 i � [ñ9ñGi ¢®,

AI-generated or highly personalized spearphishing

84%

Business email compromise

58%

Vendor / supply-chain impersonation

52%

SMS / voice phishing

42%

Phishing via collaboration tools

36%

Session hijacking attacks

20%

QR code phishing

20%

Device code phishing

10%
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A D V E R S A R Y - I N - T H E - M I D D L E  S P O T L I G H T

Device code phishing is the threat to watch
� � Î  š¢ñšÕBGi B®A Bg G� �  ̂ [<� G»s =[—AG¢AGi 9[G¢[®A [ ñ̂® ¢®[®Aš ñ®[®t [Ï ñ®� A,[�

—ñš®G� ¶ ñ̂š̂Õ[i  8ñšGt ¶¢[Î ñšGñi ®[D[�  Î G�  [� t �  [—AG¢AGi 9 Á [D[ Ô—̂t G®¢[®A 

 ̂ 9G®Gg ñ® [€ � ¶®A[í ,ë['  Î G�  [� ¶®At šGàñ®Gt i [I šñi ®[flt Ï -[®šG� ZGi 9[Î G� ®Gg ¢[Gi ®t

 i ® šGi 9[ñi [ñ®®ñ� Z šB9 i  šñ® � [� t �  [®Añ®[� ñ¶¢ ¢[€ � ¶®A[®t [G¢¢¶ [Î ñ Ĝ�

ñ� �  ¢¢[ñi � [š 8š ¢A[®t Z i ¢[� Gš � ®̂Õ[®t [®A [ñ®®ñ� Z šU¢[�  Î G�  ,

U®U¢[ ¢— � Gñ^̂Õ[ 88 � ®GÎ  [ñ9ñGi ¢®[ i ® š—šG¢ ¢[�  � ñ¶¢ [g t ¢®[Ï t šZ š¢[Z  —[ñi

ñ� ®GÎ  [s G� št ¢t 8®[î ñð[¢ ¢¢Gt i [t — i [ñ^̂[� ñÕ[D[¢t [®Añ®[¢ ¢¢Gt i [¢ñ®G¢fi ¢[®A 

®š¶¢®[š ™¶Gš g  i ®[ñi � [i t [ñ� � G®Gt i ñ [̂sH �[ � Añ^̂ i 9 [G¢[®šG99 š � ,[»A 

¢®t  ̂ i [®t Z i ¢[®A i [— š¢G¢®-[Ï AG� A[G¢[Ï AÕ[� t g � ñ®Gi 9[G®[š ™¶Gš ¢[ Ô—̂G� G®

®t Z i [š Î t � ñ®Gt i [D[ñ[¢® —[g t ¢®[Gi � G�  i ®[š ¢—t i ¢ [—̂ñÕ� t t Z¢[� t i U®[Õ ®

ñ� � t ¶i ®[8t š,

KITS IN BROAD CIRCULATION

' Î G�  [� t �  [—AG¢AGi 9[ZG®¢[Ï  [ñ� ®GÎ  Õ̂[®šñ� Z

ñ®[®—Õ t̂ ¶� [Gi � ¶̂�  [»Õ� t t i [í H� Á -

Ĥ t Ï  š®®t šg -[Ù i t g -[ñi � [gñ Ĝî ñð,

T H E  O A U T H  D E V I C E - G R A N T  A B U S E ,  S I M P L I F I E D

The lure

»A [ÎG� ®Gg [G¢[®šG� Z � [Gi ®t [ i ® šGi 9[ñi

ñ®®ñ� Z šB9 i  šñ® � [�  ÎG�  [� t �  ,

Trust inherited

»A Gš[ ĜÎ  [s G� št ¢t 8®[îñð[¢  ¢¢Gt i

¢ñ®G¢fi ¢[®š¶¢®,

Tokens issued

»A [¢ šÎ  š[G¢¢¶ ¢[Î ñ Ĝ� [®t Z i ¢

t i �  [®A [ÎG� ®Gg [� t g —̂ ® ¢[®A 

€ � ¶®A[—št �  ¢¢,

T H E  T H R E A T  T O  W A T C H

Silent persistence

»t Z i ¢[— š¢G¢®[8t š[g t i ®A¢[ñi �

¢¶šÎGÎ  [—ñ¢¢Ï t š� [š ¢ ®¢[D

t i Õ̂[ Ô—̂G� G®[š Î t � ñ®Gt i [� t̂ ¢ ¢
®A [Ï Gi � t Ï ,
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A N A T O M Y  O F  A N  A I T M  P H I S H

Three stolen artifacts – and why refresh
tokens are the most valuable to attackers
� G»s [ñi � [�  Î G�  [� t �  [—AG¢AGi 9[� ñ—®¶š [®Aš  [� G¢®Gi � ®[ñš®G8ñ� ®¢-[ ñ� A[Ï G®A[G®¢[t Ï i [šG¢Z[—št fi  ̂ ,

1. Session cookies
I šñi ®[ñ®®ñ� Z š¢[At ¶š¢[t 8[Gg g  � Gñ® [ñ� �  ¢¢,[»A [šG¢Z[� t̂ ¢ ¢[Ï A i [®A [¢ ¢¢Gt i [ Ô—Gš ¢[t š[G¢[š Î t Z � [D[®A [¢At š® ¢®B̂GÎ  � [t 8

®A [®Aš  ,

2. Refresh tokens T H E  O N E  T O  W A T C H

€ — šñ®Gt i ñ^̂Õ[®A [g t ¢®[Î ñ ¶̂ñ�  ̂ [®t [ñ®®ñ� Z š¢,[»A Õ[¢Ĝ i ®̂Õ[9 i  šñ® [i  Ï [¢ ¢¢Gt i [� t t ZG ¢[8t š[g t i ®A¢[D[i t [ t̂ 9Gi -[s H� [—št g —®-

t š[�  AñÎ Gt šñ [̂¢G9i ñ ,̂[Ui [g t ¢®[ i ® š—šG¢ ¢[ñ[¢®t  ̂ i [š 8š ¢A[®t Z i [¢¶šÎ GÎ  ¢[ñ[—ñ¢¢Ï t š� [š ¢ ®/[� t̂ ¢Gi 9[®A [Ï Gi � t Ï [š ™¶Gš ¢[ Ô—̂G� G®

®t Z i [š Î t � ñ®Gt i [®Ašt ¶9A[®A [U� £,

3. Session tokens
¦  —š ¢ i ®[®A [ñ¶®A i ®G� ñ® � [¢®ñ® [Ï G®AGi [®A [G�  i ®G®Õ[—št Î G�  š[G®¢ 8̂-[  ̂ ®®Gi 9[ñi [ñ®®ñ� Z š[i ñÎ G9ñ® [®t [ñi Õ[®®€ B� t i i  � ® �

ñ——̂G� ñ®Gt i [Ï G®At ¶®[�  Gi 9[� Añ^̂ i 9 � ,
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M F A  R E A L I T Y  C H E C K

What about phishing-resistant MFA?
� [� t g g t i [™¶ ¢®Gt i [ñ8® š[  ̂ ñši Gi 9[ñ� t ¶®[�  Î G�  [� t �  [—AG¢AGi 9.[� t

HU' € í [Añš� Ï ñš [Z Õ¢-[à¶� Gg Õ¢-[ñi � [—ñ¢¢Z Õ¢[¢t Î̂  [®AG¢3

»A Õ[� t [�  8 ñ®[®A [� ñ̂¢¢G� [�G»s[ š Î  š¢ B—št ÔÕ[š ñ̂Õ,[€ šG9Gi

� Gi � Gi 9[—š Î  i ®¢[®A [Z Õ[8št g [¢G9i Gi 9[t i [ñi [ñ®®ñ� Z šU¢[—št ÔÕ[� t g ñGi -

¢t [i t [®t Z i [G¢[ Î  š[G¢¢¶ � ,

� ¶®[—št ® � ®Gt i [G¢[t i Õ̂[ñ¢[¢®št i 9[ñ¢[G®¢[Ï  ñZ ¢®[ Ĝi Z,[€ šG9Gi [� Gi � Gi 9

—št ® � ®¢[Õt ¶[t i Õ̂[Ï A i [Ú  � � ¶®Ai [G¢[ i 8t š�  � [� t šš � ®̂Õ[D[ñi � [®A š U¢

i t [8ñ^̂� ñ� Z[®t [ñ[—AG¢Añ�  ̂ [8ñ� ®t š[ ĜZ [ñ[—¶¢A-[€ »£-[t š[—ñ¢¢Ï t š� [Ï A i

®A [Z Õ[8ñĜ¢,[»Añ®[8ñ^̂� ñ� Z[9ñ—[G¢[®A [¶¢¶ñ [̂š ñ B̂Ï t š̂ � [�  8 ñ®,

'  Î G�  [� t �  [—AG¢AGi 9[¢G�  ¢® —¢[t šG9Gi [� Gi � Gi 9[ i ®Gš Õ̂[� Õ[Z  —Gi 9

ñ¶®A i ®G� ñ®Gt i [t i [  ̂ 9G®Gg ñ® [Gi 8šñ¢®š¶� ®¶š [D[ñ[š ñ [̂s G� št ¢t 8®[� t g ñGi

D[¢t [®A [� Gi � Gi 9[� A � Z[i  Î  š[ñ——̂G ¢,[®—Õ t̂ ¶� [š ¢ ñš� A š¢[AñÎ  

t � ¢ šÎ  � [ñ[g ñšZ � [Gi � š ñ¢ [Gi [®AG¢[ñ®®ñ� Z[Î  � ®t š[ñ¢[t 8[í ëí ñ[ñ¢

®Aš ñ®[ñ� ®t š¢[ñ� ñ—®[®t [Ï G�  š[HU' € í [�  —̂t Õg  i ®,

The same limitations
apply to other post-
authentication threats:

£AG¢AGi 9Bš ¢G¢®ñi ®[s H� [š � ¶�  ¢[t i  [ñ®®ñ� Z

¢¶š8ñ�  [¢G9i Gfi� ñi ®̂Õ[D[� ¶®[G®[  ̂ ñÎ  ¢[®A [®t Z i

®A 8®[¢¶š8ñ�  [Ï G�  [t — i ,

Ui8 t ¢® ñ  ̂ š[g ñ Ï̂ ñš [®Añ®[¢® ñ ¢̂[®t Z i ¢

ñ8® š[ñ[  ̂ 9G®Gg ñ® [ t̂ 9Gi [D[®A [Z Õ[— š8t šg ¢

� t šš � ®̂Õ-[� ¶®[®t Z i ¢[ñš [ Ô®šñ� ® � [8št g

®A [�  Î G�  [ñ8® šÏ ñš� ,

€ �¶ ®A[� t i¢  i®[—AG¢AGi9 [®Añ®[®šG� Z¢[®A 

¶¢ š[Gi ®t [9šñi ®Gi 9[�   ̂ 9ñ® � [— šg G¢¢Gt i ¢

®Ašt ¶9A[ñ[  ̂ 9G®Gg ñ® [flt Ï ,[HU' € í [Añ¢[i t

Î G¢G� ĜG®Õ[Gi ®t [ñ¶®At šGàñ®Gt i [�  � G¢Gt i ¢,

£šGg ñšÕ[¦  8š ¢A[»t Z i[ <£ ¦ »=[®A 8®[t i

0i ®šñ[U' BWt Gi  � [�  Î G�  ¢-[ Ô®šñ� ® � [� Õ

g ñ Ï̂ ñš [t ¶®¢G�  [®A [ñ¶®A i ®G� ñ®Gt i [flt Ï ,
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P O S T - C O M P R O M I S E

What attackers do with phished access
€ i �  [®t Z i ¢[ñš [¢®t  ̂ i -[ñ®®ñ� Z š¢[g t Î  [8ñ¢®,[Ui [ñ[®Õ—G� ñ [̂s G� št ¢t 8®

î ñð[ i Î Gšt i g  i ®[®Añ®[g  ñi ¢[Gg g  � Gñ® [ñ� �  ¢¢[®t [ñ[Î G� ®Gg U¢[8¶^̂

Gi � t Ô[ñi � [¢ i ®[g ñĜ-[� t i ®ñ� ®¢[ñi � [� ñ  ̂ i � ñš-[®Añš £t Gi ®[¢G® ¢-

¢Añš � [� šGÎ  ¢-[» ñg ¢[� Añi i  ¢̂-[ñi � [ñi Õ[®AGš� B—ñš®Õ[ñ——¢

� t i i  � ® � [Î Gñ[®®€ ,

�U[Añ¢[� t g —š ¢¢ � [®A [—t ¢®B� t g —št g G¢ [®Gg  Ĝi  [ Î  i

8¶š®A š,[»Aš ñ®[ñ� ®t š¢[� ñi [i t Ï [ñi ñ Õ̂à [ i ®Gš [g ñĜ� t Ô ¢[ñi �

� šñ8®[� t i Î Gi � Gi 9[� ¶¢Gi  ¢¢[ g ñĜ[� t g —št g G¢ [<� 0 =[š —̂G ¢[D

g ñ®� A � [®t [®A [Î G� ®Gg U¢[Ï šG®Gi 9[¢®Õ̂ [D[Ï G®AGi [g Gi ¶® ¢[t 8[Gi G®Gñ^

®t Z i [®A 8®,[Ui � t Ô[š¶  ̂ ¢[ñš [—̂ñi ® � [®t [AG�  [®A [ñ� ®GÎ G®Õ-[ñi �

ñ� �  ¢¢[G¢[ G®A š[g t i  ®Gà � [®Ašt ¶9A[� 0 [¢ � A g  ¢[t š[š ¢t �̂ [t i

� šGg Gi ñ [̂g ñšZ ®¢,

KEY TAKEAWAY

 t i ®Gi ¶t ¶¢[G�  i ®G®Õ[®Aš ñ®[g t i G®t šGi 9[š g ñGi ¢[i  �  ¢¢ñšÕ

š 9ñš�  ̂ ¢¢[t 8[s H� [®G š,

EXPOSED THE MOMENT A TOKEN IS STOLEN

Full inbox & sent mail Contacts & calendar

SharePoint sites Shared drives

Teams channels SSO-connected apps

0ñ� A[�  � t g  ¢[ñ[ ñ̂¶i � A[—t Gi ®[8t š[ ñ̂® šñ [̂g t Î  g  i ®-[� 0 -[ñi �

š ¢ñ  ̂ [D[� 8t š [ñ[¢Gi 9  ̂ [�  AñÎGt šñ [̂ñ  ̂ š®[fiš ¢,
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T H E  V I S I B I L I T Y  G A P

The biggest post-phishing challenge:
knowing what was actually stolen
»A [� t š [� Añ^̂ i 9 [Gi [� t g � ñ®Gi 9[—AG¢AGi 9[G¢[Î G¢G� ĜG®Õ,[Ú A i [i  ñš̂Õ[®Ï t B®AGš� ¢[t 8[t š9ñi Gàñ®Gt i ¢[� ñi U®[š Ĝñ� Õ̂[�  ® šg Gi  [Ï AG� A

� š �  i ®Gñ ¢̂[ñi � [ñ¶®A i ®G� ñ®Gt i [� ñ®ñ[Ï  š [� t g —št g G¢ � -[ Î  šÕ[� t Ï i ¢®š ñg [�  � G¢Gt i [�  � t g  ¢[ñ[9¶ ¢¢Gi 9[9ñg  [D[ñi � [®Añ®

¶i �  š®ñGi ®Õ[� t g —t ¶i � ¢[™¶G� ẐÕ,

ðó• [¢®š¶99  ̂ [®t [G�  i ®G8Õ[Ï AG� A[� š �  i ®Gñ̂¢
t š[¢ ¢¢Gti [®t Z i ¢[Ï  š [ Ô—t ¢ �

îñ• [AñÎ  [i t [š Ĝñ�  ̂ [Ï ñÕ[®t [Zi t Ï [G8[¢®t  ̂ i
� ñ®ñ[Ï ñ¢[Ï  ñ—t i Gà �

ïí• [¢®š¶99  ̂ [®t [š g  � Gñ® [ Ô—t ¢ � [G�  i ®G®G ¢
ñ®[¢� ñ  ̂

TOKEN VS.  CREDENTIAL

Ui [� G»s [ñi � [�  Î G�  [� t �  [—AG¢AGi 9-[®A [®šñ� G®Gt i ñ [̂� š �  i ®Gñ [̂g ñÕ[i t ®[AñÎ  [�   i [¢®t  ̂ i [ñ®[ñ^̂[D[Ï Añ®[Ï ñ¢[®ñZ i [G¢[®A [—t ¢®Bñ¶®A i ®G� ñ®Gt i

¢ ¢¢Gt i [� t t ZG [ñi � [š 8š ¢A[®t Z i ,[» ñg ¢[®Añ®[t i Õ̂[ t̂ t Z[8t š[ Ô—t ¢ � [� š �  i ®Gñ ¢̂[ñ8® š[ñ[¢¶� �  ¢¢8¶ [̂—AG¢A[ñš [ t̂ t ZGi 9[Gi [®A [Ï št i 9[—̂ñ�  ,
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T H E  C L O C K  I S  R U N N I N G

Remediation speed varies widely
– and leaves windows open
Ú A i [G®[� t g  ¢[®t [—AG¢AGi 9[š g  � Gñ®Gt i -[®Gg  [G¢

®A [Î ñšGñ�  ̂ [t š9ñi Gàñ®Gt i ¢[� ñi [  ̂ ñ¢®[ñ88t š� [®t

G9i t š ,[»A [Î ñ¢®[g ñWt šG®Õ[t — šñ® [Ï G®A[ñi [t — i

Ï Gi � t Ï [� ¶šGi 9[Ï AG� A[¢®t  ̂ i [� š �  i ®Gñ ¢̂[ñi �

®t Z i ¢[š g ñGi [ñ� ®GÎ  [ñi � [ Ô—̂t G®ñ�  ̂ ,

0Î  šÕ[At ¶š[Ï G®At ¶®[š g  � Gñ®Gt i [G¢[ñi [At ¶š[®Aš ñ®

ñ� ®t š¢[� ñi [¶¢ [®t [g t Î  [ ñ̂® šñ^̂Õ-[ ¢� ñ ñ̂® 

—šGÎ Ĝ 9 ¢-[t š[g t i  ®Gà [ñ� �  ¢¢,[� i � [8t š[®A [ï •

Ï At [� t i U®[®šñ� Z[®Gg  Ĝi  ¢[ñ®[ñ^̂-[®A [—št �  ̂ g [G¢

g t š [8¶i � ñg  i ®ñ [̂D[Õt ¶[� ñi U®[� t̂ ¢ [ñ[Ï Gi � t Ï

Õt ¶[� t i U®[Zi t Ï [G¢[t — i ,

Remediate in under 4 hours 28%

Don't track remediation time at all 4%

»Gg  [®t [š g  � Gñ® [ñ8® š[ñ[� t i fišg  � [—AG¢AGi 9[ñ®®ñ� Z,[Ts ¶ ®̂G—̂ [� ñÕ¢T[G¢[ñ[¢¶� ¢ ®[t 8[®A [ñó•

®ñZGi 9[8t ¶š[At ¶š¢[t š[ t̂ i 9 š,

Take 4 hours or longer 68%

…of which, remediation drags on for multiple days 30%
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M O D E R N I Z E  Y O U R  R E S P O N S E

How to modernize your
post-phishing response
088 � ®GÎ  [š ¢—t i ¢ [¢®ñš®¢[Ï G®A[ñ[g Gi � ¢ ®[¢AG8®.[¢®t ——Gi 9[ñ

—AG¢AGi 9[ g ñĜ[8št g [š ñ� AGi 9[ñi [Gi � t Ô[G¢[t i Õ̂[Añ 8̂[®A [� ñ®®̂ [D

ñi � [Gi � š ñ¢Gi 9 Õ̂[ñ[ t̂ ¢Gi 9[t i  ,[0Î  i [®A [�  ¢®[�  ® � ®Gt i [®t t ¢̂[g G¢¢

Ï Añ®[Añ—— i ¢[i  Ô®-[ñ¢[� ñ—®¶š � [� š �  i ®Gñ ¢̂[ñi � [—t ¢®B

ñ¶®A i ®G� ñ®Gt i [ñš®G8ñ� ®¢[9 ®[š —¶š—t ¢ � [8t š[¢ ¢¢Gt i [AGWñ� ZGi 9-

ñ� � t ¶i ®[®ñZ t Î  š-[8šñ¶� -[ñi � [šñi ¢t g Ï ñš ,

ÙG¢G� ĜG®Õ[Gi ®t [Ï Añ®[Ï ñ¢[� t g —št g G¢ � [D[� š �  i ®Gñ ¢̂-[¢ ¢¢Gt i

� t t ZG ¢-[ñi � [®t Z i ¢[D[ñi � [®A [ñ� ĜG®Õ[®t [ñ� ®[�  8t š [®Aš ñ®

ñ� ®t š¢[� t [G¢[Î G®ñ ,̂[»Añ®[g  ñi ¢[š ¢ ®®Gi 9[—ñ¢¢Ï t š� ¢-[š Î t ZGi 9

� t t ZG ¢[ñi � [®t Z i ¢-[ñi � 9t š[®šG99 šGi 9[ i Añi �  � [ñ¶®A i ®G� ñ®Gt i -

ñi � [à št Gi 9[Gi [t i [ Ô—t ¢ � [¶¢ š¢[Ï At [ñ—— ñš[t i [—AG¢AGi 9

®ñš9 ®[ Ĝ¢®¢,

®—  � [ñi � [¢� ñ  ̂ [ñš [ ™¶ñ^̂Õ[� šG®G� ñ ,̂[s ñi ¶ñ [̂Ï t šZflt Ï ¢[� ñi U®

Z  —[—ñ�  [Ï G®A[g t �  ši [� ñg —ñG9i ¢,[»A [g t ¢®[š ¢ĜG i ®

t š9ñi Gàñ®Gt i ¢[š g  � Gñ® [—AG¢A � [G�  i ®G®G ¢[ñ¶®t g ñ®G� ñ^̂Õ[Î Gñ

i ñ®GÎ  [Gi ® 9šñ®Gt i ¢[t š[� Õ[®šG99 šGi 9[Ï t šZflt Ï ¢[Gi [®€ � ¦ -[U� s -[t š

8šñ¶� [�  ® � ®Gt i [—̂ñ®8t šg ¢,

Reset passwords
€ i [� t i fišg  � B Ô—t ¢ � [G�  i ®G®G ¢,

Revoke & re-issue MFA
»t [¢® —[¶—[ñ¶®A i ®G� ñ®Gt i ,

Revoke sessions & refresh tokens
»Ašt ¶9A[®A [G�  i ®G®Õ[—št ÎG�  š,

Monitor phishing target lists
Ú ñ®� A[ Ô—t ¢ � [¶¢ š¢[—št ñ� ®GÎ  Õ̂,

PRO TIP – REFRESH TOKEN REVOCATION

Ht š[� G»s [ñi � [�  Î G�  [� t �  [—AG¢AGi 9-[� š �  i ®Gñ [̂š ¢ ®

ñ t̂ i  [G¢[Gi ¢¶8fi� G i ®,[»A [š 8š ¢A[®t Z i [g ¶¢®[�  

 Ô—̂G�G®̂Õ[š Î t Z � [®Ašt ¶9A[®A [U� £[D[ñ[¢® —[¢ —ñšñ® 

8št g -[ñi � [¢¶šÎ GÎ Gi 9-[ñ[—ñ¢¢Ï t š� [š ¢ ®,[� ¶Ĝ� Gi 9[G®[Gi ®t

®A [—̂ñÕ� t t Z[G¢[®A [¢Gi 9  ̂ [AG9A ¢®BGg —ñ� ®[� Añi 9 

g t ¢®[® ñg ¢[� ñi [g ñZ ,
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T H E  B O T T O M  L I N E

Security teams must build a response
capability that continuously monitors

for evidence of compromise across both
workforce and consumer identities –
one that turns a successful phish into
a dead end for attackers, every time.
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W I T H  S P Y C L O U D

What post-phishing response looks like with SpyCloud
®—Õ t̂ ¶� [š � ñ—®¶š ¢[—AG¢A � [ñš®G8ñ� ®¢[� Gš � ®̂Õ[8št g [� šGg Gi ñ [̂Gi 8šñ¢®š¶� ®¶š -[®ñš9 ®Gi 9[ Ĝ¢®¢-[ñi � [ñ� ®GÎ  [� ñg —ñG9i ¢[D[�  8t š [¢®t  ̂ i

� š �  i ®Gñ ¢̂-[� t t ZG ¢-[ñi � [®t Z i ¢[ñš [¶¢ � [ñ9ñGi ¢®[Õt ¶,

IDENTIFY THE EXPOSURE

®—Õ t̂ ¶� [�  ® � ®¢[®Añ®[ñ[¢— � Gfi� [ g —̂t Õ  U¢[� š �  i ®Gñ ¢̂-[š 8š ¢A[®t Z i -[t š[¢ ¢¢Gt i [� t t ZG [Añ¢[ñ—— ñš � [Gi

� šGg Gi ñ [̂g ñšZ ®¢[t š[ñ� ®GÎ  [—AG¢AGi 9[Gi 8šñ¢®š¶� ®¶š ,

SIGNAL THE IDENTITY PROVIDER

®—Õ t̂ ¶� [ñ¶®t g ñ®G� ñ^̂Õ[¢G9i ñ ¢̂[®A [U� £[t š[� Gš � ®t šÕ[¢ šÎ G�  [®t [š ¢ ®[—ñ¢¢Ï t š� ¢-[¢® —[¶—[ñ¶®A i ®G� ñ®Gt i -

ñi � 9t š[š Î t Z [ñ^̂[ñ� ®GÎ  [¢ ¢¢Gt i ¢[ñi � [®t Z i ¢[¢Gg ¶ ®̂ñi  t ¶¢ Õ̂[D[Î Gñ[Gi ® 9šñ®Gt i ¢[Ï G®A[€ Z®ñ-[0i ®šñ[U' -[� � ®GÎ  

'Gš � ®t šÕ-[£Gi 9[U�  i ®G®Õ-[ñi � [g t š ,[® ¢¢Gt i [š Î t � ñ®Gt i [� t̂ ¢ ¢[®A [ñ� ®GÎ  [Ï Gi � t Ï /[š 8š ¢A[®t Z i [š Î t � ñ®Gt i

� t̂ ¢ ¢[®A [g t i ®A¢B̂t i 9[— š¢G¢® i �  [Ï Gi � t Ï [®Añ®[¢¶šÎ GÎ  ¢[—ñ¢¢Ï t š� [š ¢ ®¢,

RENDER THE DATA USELESS

� ^̂[G�  i ®G®Õ[� ñ®ñ[ñ¢¢t � Gñ® � [Ï G®A[®A [Î G� ®Gg [G¢[š i �  š � [¶¢  ̂ ¢¢[®t [®A [ñ®®ñ� Z š[ñ®[t i �  ,

FORCE A CLEAN RE-AUTHENTICATION

»A [ g —̂t Õ  [š Bñ¶®A i ®G� ñ® ¢[Ï G®A[8¶^̂[s H� [t i [®A Gš[i Ô®[ñ� �  ¢¢[ñ®® g —®-[ ¢®ñ� Ĝ¢AGi 9[�  ̂ ñi -

Î  šGfiñ�  ̂ [¢ ¢¢Gt i ¢,
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A B O U T  T H E  D A T A

»AG¢[š —t š®[8 ñ®¶š ¢[Gi ¢G9A®¢[8št g [ñ[š ¢ ñš� A[¢¶šÎ  Õ[t 8[ðë[ i ® š—šG¢ [¢ � ¶šG®Õ

 ̂ ñ�  š¢[ñi � [—šñ� ®G®Gt i  š¢[ñ®[t š9ñi Gàñ®Gt i ¢[Ï G®A[ì -ëëë| [ g —̂t Õ  ¢-[8t � ¶¢Gi 9

t i [At Ï [®A Õ[— š�  GÎ  [ñi � [ñ� � š ¢¢[—AG¢AGi 9[®Aš ñ®¢-[—̂¶¢[¶i G™¶ [š ¢ ñš� A

Gi ®t [®—Õ t̂ ¶� U¢[g Ĝ̂Gt i ¢[t 8[š � ñ—®¶š � [—AG¢A � [š � t š� ¢[®G � [®t [ i ® š—šG¢ 

t š9ñi Gàñ®Gt i ¢[ñšt ¶i � [®A [9 t̂ �  ,

TURN EVERY PHISH
INTO A DEAD END
®—Õ t̂ ¶� [š � ñ—®¶š ¢[—AG¢A � [� š �  i ®Gñ ¢̂-[� t t ZG ¢-[ñi �

®t Z i ¢[8št g [� šGg Gi ñ [̂Gi 8šñ¢®š¶� ®¶š [D[®A i [ñ¶®t g ñ®G� ñ^̂Õ

š ¢ ®¢[—ñ¢¢Ï t š� ¢-[š Î t Z ¢[¢ ¢¢Gt i ¢-[ñi � [ Ô—̂G� G®̂Õ[š Î t Z ¢

š 8š ¢A[®t Z i ¢[®Ašt ¶9A[Õt ¶š[G�  i ®G®Õ[—št Î G�  š-[¢A¶®®Gi 9

ñ®®ñ� Z š¢[t ¶®[Gi [g Gi ¶® ¢,

TALK TO AN EXPERT ½

SEE HOW IT WORKS ½

®—Õ t̂ ¶� [®šñi ¢8t šg ¢[š � ñ—®¶š � [� ñšZi  ®[� ñ®ñ[®t [� G¢š¶—®

� Õ�  š� šGg  ,[U®¢[ñ¶®t g ñ® � [G�  i ®G®Õ[®Aš ñ®[—št ® � ®Gt i [¢t ¶̂®Gt i ¢

 ̂ Î  šñ9 [ñ� Î ñi �  � [ñi ñ Õ̂®G� ¢[®t [—š Î  i ®[šñi ¢t g Ï ñš [ñi � [ñ� � t ¶i ®

®ñZ t Î  š-[¢ñ8 9¶ñš� [ g —̂t Õ  [ñi � [� t i ¢¶g  š[ñ� � t ¶i ®¢-[ñi �
ñ� �   ̂ šñ® [� Õ�  š� šGg  [Gi Î  ¢®G9ñ®Gt i ¢,

¦ t  ̂ ¢.[î ñ• [  ̂ ñ�  š¢AG—-[î ï • [g G� B̂ Î  [̂g ñi ñ9 š¢-[î ë• [ñi ñ Õ̂¢®¢

ñi � [¢— � Gñ Ĝ¢®¢

Ui� ¶¢®šG ¢.[®ññ®9¢t 8®Ï ñš -[U»[¢ šÎ G�  ¢-[g ñi ¶8ñ� ®¶šGi 9-[fii ñi � Gñ^

¢ šÎ G�  ¢-[A ñ ®̂A� ñš -[9t Î  ši g  i ®

¦  9Gt i¢ .[Âi G® � [®®ñ® ¢-[ ñi ñ� ñ-[0¶št — 
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https://spycloud.com/get-a-demo/
https://spycloud.com/use-case/phishing-exposure-remediation/

