SpyCloud

IDENTITY THREAT PROTECTION

DATASHEET

Supply Chain Threat Protection

Visibility into the one attack surface most companies never see: their

supply chain

= 01 THE PROBLEM

Third-party compromises don’t announce
themselves via questionnaires.

By the time vendor assessments flag a security gap, cybercriminals may have
unauthorized access using stolen session cookies, refresh tokens, and

authentication data to bypass MFA entirely, no password required.

Traditional vendor risk tools focus on policies and configurations, but often miss
what's actively happening: phishing campaigns targeting employees, infostealer
malware exfiltrating application credentials, and password reuse creating
backdoors into your environment through trusted partner access. Without visibility
into which vendor identities are exposed, you're defending your perimeter while
attackers already have the access they need to bypass your MFA and security

controls. Security teams today need evidence, not estimates.

= 02 PRODUCT OVERVIEW
Secure your supply chain at the identity layer

SpyCloud Supply Chain Threat Protection extends identity threat protection beyond
your perimeter, providing continuous visibility into vendor identity exposures
attackers may try to exploit next. Unlike typical vendor risk tools that score security
posture based on scans and questionnaires, SpyCloud shows the reality: which
vendor identities are exposed, and what authentication and identity data were

stolen, and when.

Our Identity Threat Index translates raw darknet data from the world's largest
repository into actionable vendor exposure values, so you can detect compromised
vendors earlier, prioritize remediation based on verified threats, and partner with
vendors to improve their identity security.

By revealing both current and historical vendor exposures, SpyCloud provides the
missing piece in vendor risk management — continuous, evidence-based monitoring
of identity threats that traditional vendor risk tools weren't designed to detect. This
closes the visibility gap between your workforce monitoring and your vendor

ecosystem, creating unified identity threat protection.
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BENEFITS AT A GLANCE

Expose Active Threats Lurking
Inside Your Supply Chain

Detect exposed identities from malware
infections, phishing campaigns, third-party
breaches and combolists tied to your suppliers

| Protect Your Extended Perimeter

Apply the same continuous exposure monitoring
to your supply chain that protects your internal
workforce and endpoints

Replace Guesswork with
Evidence

Understand the source type and frequency of
exposure across vendors, with current and
historical context

Catch Incidents Before They
Cascade

Identity exposures in their early stages — when
identity data first surfaces in the criminal
underground markets — to prevent unauthorized
access and follow-on attacks

Turn Vendors Into Security
Partners

Collaborate with vendors using hard evidence to
drive stronger security practices and smarter
risk decisions
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IDENTITY THREATS DECODED
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DATASHEET

SpyCloud's at-a-glance Identity Threat Index helps you instantly identify which vendors pose the greatest risk to your organization based

on four threat signals:

Phishes

Session cookies, tokens,

and identity data harvested
through successful
phishing attacks.

Infostealer Malware
Authentication data quietly
stolen from infected vendor
devices, including session
cookies, refresh tokens, and

Breaches

Plaintext passwords and all
identity data, from whenever
a site gets compromised

and your vendors' user data
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Combolists

Recycled credentials, including
actively-used passwords, often
sourced from potent
URL:Login:Password (ULP)
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application credentials

is exposed.
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combolists.
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These signals are built on data science weighted by volume, source, and severity of compromise — helping you prioritize threats with

meaningful context. View what your risk is right now, or segment by exposure type and timeframe for tracking whether a third party's

security hygiene is improving or degrading over time.

—— 04 HOW IT WORKS
Add vendors and start Detect exposures as Understand what's driving
monitoring they surface therisk

Add vendors by domain and subdomain.
SpyCloud recaptures and enriches data
continuously, calculating a dynamic Identity
Threat Index for each vendor.

Get instant visibility into identity threats with
current index scores and latest exposures
by source type, along with 12-month
exposure trends.

Review identity exposure events, the number
of affected employees per exposure, and
access SpyCloud's Source Catalog for details
on each data source.

Share exposure data with
your vendors

When a vendor's exposures warrants a direct
conversation, send a custom message and
exposure report to give the recipient enough
context to act on their own exposures without
exposing full record-level detail.

Investigate exposures
that matter*

Initiate vendor investigations directly from the
SpyCloud console to assess potential
business impact. *Requires SpyCloud
Investigations license

SUPPLY CHAIN THREAT PROTECTION - DATASHEET

Track vendor security
over time

Understand how each vendor's security
hygiene is improving or degrading based
on frequency, recency, and severity of
identity exposures.
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KEY CAPABILITIES

Enterprise-Scale Monitoring

Continuously monitor up to 1,000 vendors,
with support for up to 10 domains each, for
comprehensive coverage

Threat Index Insights

Identity threat index across four data signals, broken
down by source type to track vendor posture changes
over time

Detailed Source Information

Review specifics per source type to identify trends and
severity of threats

Exposed Applications

Identify the internal and third-party applications
exposed on malware-infected supplier devices for
faster risk assessment

ABOUT SPYCLOUD
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Flexible Vendor List Management

Add, remove, or adjust monitored vendors on-demand
to dynamically scale your supply chain monitoring

Recent Exposure Event Visibility

Continuous visibility into the latest malware infections,
phishing campaigns, third-party breaches, and
combolists impacting your third-party suppliers

Credential Hygiene Analysis

See prevalence of shared passwords across third-
party employees

Vendor Exposure Report

A custom PDF summarizes a vendor's identity
exposure, with obfuscated Pl to act on the exposures
affecting their own workforce

SpyCloud transforms recaptured darknet data to protect businesses from identity-driven threats. Its automated identity threat protection solutions prevent

account takeover, safeguard employee and customer accounts, accelerate cybercrime investigations, and extend protection to supply chain relationships.

SpyCloud's data from breaches, malware-infected devices, and successful phishes powers proactive identity intelligence that helps organizations act before

cybercriminals do. Customers include more than 8 of the Fortune 10, along with hundreds of global enterprises and government agencies worldwide. To see

what's possible, visit spycloud.com.

DATASHEET

Stop guessing about vendor risk. Discover their

hidden exposures.

To see what's possible, visit spycloud.com.
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