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INFOSTEALER PHISHING DATA BREACHES 5.3 8.68
MALWARE o8 6M a.514 credential pairs stolen cookies
,I 3 EM ' - 3 . (a 65% increase year-over-year)

= phished records breaches, averaging 457K
new infections identity records ‘
per breach
38.5M 18.1M
51°% third-party application credentials APl keys and tokens
exposing B42.4V1  of phished identities (a 450% increase year-over-year)
credentials are consumers
1.1M 6.2M
averaging 5O 49%, master passwords for Al tool credentials
exposed credentials  of phished identities password managers and auth cookies
per infection are corporate users

-.-GIVING BAD ACTORS VIOVIENTUMVI FOR TARGETED ATTACKS ON ENTERPRISE
SYSTEMS, CLOUD PLATFORIMS, AND ECOSYSTEMS.

*Figures reflect SpyCloud recaptured data from criminal underground sources.


https://spycloud.com/resource/report/spycloud-annual-identity-exposure-report-2026/

