
INUNDATED BY EXPOSURES: 
THE 2026 IDENTITY EXPOSURE SURFACE* TOTAL IDENTITY EXPOSURE

  
65.7B+ distinct identity records recaptured from the dark web

Last year, identity exposure was driven by:
There is still a deluge of exposed 

credentials circulating the dark web…
...as well as a new wave of exposed 
session cookies, AI tools, and NHIs

*Figures reflect SpyCloud recaptured data from criminal underground sources. 

DATA BREACHES 
 

4,514
breaches, averaging 457K 

identity records 
per breach

 
5.3B 

credential pairs 
(a 65% increase year-over-year)

38.5M 
third-party application credentials

(a 450% increase year-over-year)

1.1M 
master passwords for 
password managers

8.6B  
stolen cookies

18.1M 
API keys and tokens

6.2M  
AI tool credentials 
and auth cookies

...GIVING BAD ACTORS MOMENTUM FOR TARGETED ATTACKS ON ENTERPRISE 
SYSTEMS, CLOUD PLATFORMS, AND ECOSYSTEMS.

51% 
of phished identities 

are consumers

49% 
of phished identities 
are corporate users

INFOSTEALER 
MALWARE 

 
13.2M
new infections

exposing 642.4M 
credentials

averaging 50 
exposed credentials 

per infection

PHISHING 
 

28.6M
phished records

https://spycloud.com/resource/report/spycloud-annual-identity-exposure-report-2026/

