
for the Top 50* U.S. Institutions of Higher Education

IDENTITY
Based on recaptured breach and malware 

data from the past 12 months for
faculty, staff, and students.

6 MILLION
BREACH & MALWARE EXPOSURES

200 UNIQUE
BREACHES

THOUSANDS OF
BOTNET LOGS

119K

5.8 MILLION
STOLEN PLAINTEXT

PASSWORDS

1.6K

6.3 MILLION
PIECES OF EXPOSED

PII1 IN 4
EXPOSED EMAILS ARE
ACCOMPANIED BY A 
PLAINTEXT PASSWORD

43.7K

MALWARE-INFECTED
DEVICES

MALWARE-INFECTED
FACULTY & STAFF

MALWARE-INFECTED
STUDENTS

Protect your domain accounts & prevent account takeover
with automated remediation from SpyCloud.

SPYCLOUD.COM

79%
AVERAGE PASSWORD REUSE RATE
vs. 74% universal average**

*"As ranked by US News World Report, Times Higher Education and other education ranking sources.
**SpyCloud research found a 74% average password reuse rate for users in our recaptured database who were exposed in two or more breaches in the past 12 months.

https://spycloud.com/industry/higher-education/
https://spycloud.com/resource/spycloud-annual-identity-exposure-report-2024/

