
INSIGHTS ABOUT THE BATTLE WITH THE CRIMINAL UNDERGROUND

THREAT
RANSOMWARE
REMAINS THE TOP SECURITY 
THREAT ACROSS ALL SECTORS

92%AFFECTED BY RANSOMWARE ONCE OR MORE

75%AFFECTED BY RANSOMWARE TWICE OR MORE

62%PAID A RANSOM

44%SPENT MORE THAN $1M IN CUMULATIVE COSTS

STEALC – 20.51%

METASTEALER – 19.66%

RISEPRO – 17.52%

V
ID

A
R

 –
 9

.8
3%

R
H

A
D

A
M

A
N

TH
YS – 7.69%

CR
YP

TB
OT

 –
 1

1.
54

%

M
YSTIC – 3.85%

DARKCRYSTAL – 2.99%

RACCOON – 1.71%

AURORA – 1.17%
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AC2 – 57.69%

REDLINE – 40.60%

INFOSTEALER MALWARE

MALWARE FAMILIES OBSERVED PRIOR 
TO RANSOMWARE EVENTS IN 2024:

IS FUELING RANSOMWARE

DANGER!

HIGHEST
RISK

INDUSTRIES

54%
OF DEVICES
HAD AN ANTIVIRUS OR ENDPOINT DETECTION & 
RESPONSE (EDR) SOLUTION INSTALLED AT THE 
TIME OF MALWARE EXECUTION

INFOSTEALERS
ALSO TARGET SESSION COOKIES

MFA BYPASS VIA

SESSION 
HIJACKING

ALERT!NEWEST RANSOMWARE
ATTACK VECTOR

FUTURE
SECURITY
PRIORITIES

RANSOMWARE PREVENTION
CAPABILITIES

VISIBILITY & REMEDIATION OF 
COMPROMISED CREDENTIALS & 
MALWARE-EXFILTRATED DATA

AUTOMATING SECURITY 
PROCESSES & WORKFLOWS

BETTER ADDRESSING THIRD-PARTY 
RISK

READ THE REPORT

GET THE UPPER HAND ON WHATEVER THREATS

SURFACE FROM THE UNDERGROUND NEXT...

VISIT SPYCLOUD.COM

PREDICTION MODEL

THE WORLD’S LARGEST

C O L L E C T I O N

ORGANIZATIONS IN THE
LAST 12 MONTHS

FOR A FUTURE RANSOMWARE ATTACK

https://spycloud.com
https://spycloud.com/resource/2024-malware-ransomware-defense-report/



